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Abstract The World Wide Web and the Online-Games are becoming widely popular 
day-after-day within China. And the cyber criminals using the web to exploit innocent users 
too are increasing, motivated by the economic profits. As a matter of fact, quite a large 
number of blackhats build malicious websites and infect the victims with stealer Trojans, 
steal the virtual assets, credentials from the exploited computers and trade them for 
money. A real underground black market with thousands of such blackhats and other 
participants has formed. In this paper, a detailed overview of this underground market and 
a model to describe this market will be presented. And most importantly, this paper is 
almost completely based on the study, research and measurements carried out by Jianwei 
Zhuge et al. (Jinawei Zhuge et al. 2009). 

1. Introduction 
 
The World Wide Web (WWW) is developing very quickly within China. According to the 
latest status report released by China Internet Network Information Center (CNNIC 2012), 
as of the end of December 2011, the scale of Chinese internet users is more than 5 hundred 
million, to 5.13 hundred million. The Internet penetration rate stepped up to 38.3%. And 
up to the end of December 2011, there were 2.30 million Chinese Websites. Most of these 
websites provides the convenience and flexibility to a large number of Chinese Internet 
users rendering the services ranging from searching for information, online entertainment 
to e-business, and e-finance. According to the latest Alexa Global top 500 websites list 
(Alexa 2012), there are four different categories of successful and well-known sites within 
the Chinese Web. Baidu, Google.cn, Yahoo! China, Tencent’s SoSo, and Suhu’s Sogou fall into 
the first category of websites, i.e. search engines. The second category is portals and 
navigation sites. Tencent’s QQ, Sina, 163, Sohu, and TOM belong to this category. The third 
kind of websites, the Taobao C2C (customer-to-customer) online business platform and the 
Alibaba B2B (business-to-business) platform – both operated by Alibaba group are related 
to e-business. The fourth category of sites is in the area of online entertainment and virtual 
personal space which includes YouTube-like sites such as 56.com, toodou, ku6, youku, 
several myspace-like sites such as poco, bokee, and others. 

 
 Moreover, online games are also very popular on the Internet in China. According to 
the same status report released by CNNIC (CNNIC 2012), as of the end of December 2011, 
there were 324 million online games users, accounting to 63.2% of the total Chinese 
Internet Users. NetEase, Shanda, the9, Giant, Tencent, and ourgame, are the some of the 
leading online games marketers, providing tens os popular Massively Multi-player Online 
Role Playing Games (MMORPGs). Nearly all of these online games offer virtual coins and 
goods as part of the game, e.g. powerful weapons or magical artifacts, which also have a 
certain value within the real world because enthusiastic players will buy them to increase 
their powers and have more impacts in the virtual world. Tencent, the operator of the most 
widely used Internet Messenger (IM) platform, i.e. QQ, also circulates QQ coins, the most 
widely used network virtual currency in China, and can be used to purchase the value-add 
services from Tencent and the third-parties who accept them. 
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But the dark side of this Chinese web is the malicious attackers, so called blackhats, 
who found the Web as a new place for making money by exploiting innocent Chinese 
Internet users through targeting the virtual assets widely owned by them. The common 
motive of these blackhats is to inject malicious codes into the bought or cracked website, 
which then exploits the unpatched client-side vulnerability within the visiting browser or 
related applications. Every time a user with a vulnerable system visits the site, his machine 
is compromised and some kind of malware is automatically installed. This kind of attack is 
called drive-by-download attack. This malware is quite often some kind of Trojan Horse that 
searches for valuable information on the victim’s machine and then send this information 
back to the attacker, who in turn can sell this virtual good to other attackers or innocent 
users. 

 
 In this paper, this process on the Chinese Web will be discussed in more detail. 
Furthermore, a model will be presented to describe the underground economy which 
drives the malicious websites process and the individual actors within this ecosystem. 
Some aspects of this model are specific to China. Even so, this model can also be used to 
describe the market for malicious tools and stolen goods for other parts of the Web or the 
Web as a whole. According to the research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 
2009), there are thousands of participants within this market and there are strong 
relations between the underground black market and the public virtual assets trading. 
According to the same work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009), in a test of 
145,000 of the most commonly visited websites on the Chinese Web, 2,149, i.e., 1.49% of 
them were found containing some kind of malicious content. In addition to discussing the 
model mentioned above, a case study about a well-known incident on the Chinese World 
Wide Web happened during 2007 will be presented in the further sections of this paper. 

2. Underground Economy Model 

2.1 Modeling the Individual Actors 

 
In this section, a model is presented to describe the interaction between different actors 
within the underground black market based on the work of Jianwei Zhuge et al. (Jinawei 
Zhuge et al. 2009). The economic aspects of the phenomenon will be explained and for each 
actor, their role will be illustrated, like the kind of information/goods they trade, and the 
common price for such goods/services. 

2.1.1 Virus Writers 

 
Virus Writers are blackhats motivated by economic profits. Usually having a certain 
amount of technical background of computer networks and programming skills, they are 
able to find vulnerabilities in software themselves, or able to use recently public disclosed 
vulnerabilities and the corresponding exploits. Besides, these actors may have the technical 
skills to develop their own exploits or malware based on the original vulnerability reports 
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and available exploit codes. Then they sell their tools and malware for profit, and provide 
evasion service to their customers. In order to find the potential customers, they place 
advertisements on the underground market. These markets are typically online discussion 
boards, so called bulletin board systems, within the World Wide Web which are used for 
discussions and also to render a place for sellers and buyers of this kind of resources. 

 
 According to the research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009), 
the market price of a Trojan is between tens to thousands Renminbi (RMB), and a package 
of powerful Trojan generator and evasion service can be up to several ten thousands RMB. 
As of May 2012, 10 RMB is equivalent to $1.56 US dollar. This shows that such software has 
a certain value and Virus Writers have the motivation to invest time and knowledge into 
this area. 

2.1.2 Website Masters/Crackers 

 
Website Masters and Website crackers are the second actors within the underground 
market. The administrators of certain personal websites lure visitors by offering free 
goodies, e.g., free movies, music, software, or tools. These websites often deceit the visitors, 
selling the traffic (i.e., website visits) of their websites to Envelopes Stealers (discussed in 
next section) by hosting web-based Trojans. If the attack is successful, a piece of malware is 
installed on the victims' machine. 

 
 Website Crackers choose well-known, but unsafe websites and compromise them by 
exploiting the vulnerabilities existing on those sites. Using the command line access on the 
compromised machines, they redirect the traffic for this website to another malicious 
machine. Then they sell the traffic of their victim’s website. According to the research work 
of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009), the market price of about 40 – 60 RMB 
per ten thousand IP Visits. 

2.1.3 Envelopes Stealers 

 
“Envelopes” is a jargon word used in the underground market meaning the stolen pair of 
account and password. Envelopes Stealers have very limited technical knowledge and 
know only little about the hacking skills. Usually, they buy ready-to-use Trojans or even 
malware generators from Virus Writers, and website traffic from Website 
Masters/Crackers. Now, they create a web-based Trojan network from which they can 
gather envelopes. They combine a web-based Trojan with a conventional Trojan for 
stealing certain envelopes and link the generated Trojan to the bought websites. They then 
sell the gathered envelopes to Virtual Asset Stealers. 

 
 According to the research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009), 
the market price of an envelope varies from some Jiao to tens of RMB. They also sell access 
to the compromised machines, which are called flesh chicken, in the underground market. 
According to the same research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009), the 
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market price of a “flesh chicken” is between 0.1 – 10 RMB, making it rather cheap for an 
attacker to control compromised machine. 

2.1.4 Virtual Asset Stealers 

 
Though do not have any technical knowledge about hacking and programming, Virtual 
Asset Stealers have a rather good understanding of the underground market.  Usually, they 
have good idea on the currently popular online games and the virtual assets those can be 
sold for a good price. Purchasing the envelopes from the Envelopes Stealers, they log-in to 
the online games or QQ accounts to steal valuable virtual assets like game equipments or 
QQ coins. Furthermore, these actors steal other valuable, virtual goods including attractive 
QQ accounts, i.e., accounts with a short name, or a name that can be easily remembered. 
Then they sell them, usually to others. 

 
 The research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009) found that, in 
addition to the fly high market for QQ accounts, these actors sell other virtual assets like 
powerful equipments for online games. According to the same research work of Jianwei 
Zhuge et al. (Jinawei Zhuge et al. 2009), the market price for each virtual good, e.g., game 
equipment is typically sold for 10 – 10K RMB per equipment, and normally 1 QQ coin costs 
0.2 – 0.3 RMB. Also, the official exchange rate by the marketer Tencent if found to be 1 RMB 
for 1 QQ coin. 

2.1.5 Virtual Asset Sellers 

 
Virtual Asset Sellers are another kind of actors within the underground market, who can 
also be the Virtual Asset Stealers. These actors contribute to the circulation section of the 
industry chain by setting up virtual shops on the World Wide Web, commonly found at 
Taobao, Tencent’s PaiPai, and eBay, which are the three biggest online business platforms 
within China. According to the research work of Jianwei Zhuge et al. (Jinawei Zhuge et al. 
2009), the Virtual Asset Sellers usually purchase the virtual assets from the underground 
market on bulletin board systems with a very low price. Then they sell them to Players on 
the public marketplaces, making profit due to the price difference between buying and 
selling. For example, they sell the QQ coins for 0.5 – 0.8 RMB on Taobao on bulletin boards, 
making a certain profit with each transaction, by buying them on the same bulletin boards. 

2.1.6 Players 

 
The Players are sixth kind of actors within the Chinese underground market, who are 
enthusiastic online games players, often spending a lot of money on the virtual assets. 
These actors are commonly male teenagers who give away their parents’ money for fun on 
the World Wide Web and in online games. These actors create demand for all virtual goods 
and motivate the market, giving the foundation of the whole underground market. This 
underground market shows the organized structure and explicit job-division. 
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2.2 Market Interaction 

 
The businesses between Envelopes Stealers, Virus Writers, Website Masters/Crackers and 
Virtual Asset Stealers takes place in the underground black market on different kinds of 
bulletin board systems. As another point of view, circulation of virtual assets is open on the 
World Wide Web. This is because of the fact that they need innocent players to find them 
easily and there are very weak controls of stolen virtual assets in China. The following 
figure (Figure 1) shows the interaction of the individual actors within the underground 
market. 

 

 
Figure 1: Interaction of the individual Actors within the Underground Market on the 

Chinese Web1 

 
 The Baidu Post Bar, the largest bulletin board in China, is one the noted places for 
the underground market. Advertisements can be commonly found on the relevant post 
bars at the site post.baidu.com. The system has a keyword-based structure, which means if 
the keyword to search for is not known, the malicious entries cannot be found. The actors 
have their own, unique jargon making it hard for the outsiders to find information about 
this threat. The real trading of virtual assets happens on public marketplaces like Taobao. 
Once the trade was successful and a Player has bought virtual good, the money is sent 
usually through Alipay, the leading Chinese online payment service similar to Paypal. And 

                                                           
1
 Jianwei Zhuge et al. (Jinawei Zhuge et al. Studying Malicious Websites and the underground economy on the 

Chinese Web, 2009) 
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the goods are exchanged through different online mechanisms. For example, they may be 
sent through e-mail or transferred with the help of other services within the internet. 

 

2.3 Case Study: Panda Worm 

 
The case study done by Jianwei Zhuge et al. (Jinawei Zhuge et al. 2009) is presented is here. 
This case study is on the famous security incident on the Chinese World Wide Web in 2007, 
committed by a Chinese blackhat team. This incident follows the model presented it this 
paper. The key actor is Li Jun, a Virus writer, who implemented the Panda Worm based on 
his experience from implementing several other kinds of malware like QQTailEKS and 
Qqpass, two popular pieces of malware. Panda Worm was sold to more than 120 blackhats 
for a price between 500 and 1000 RMB by him. Li Jun met online with Wang Lei (a Website 
Master) and Zhang Sun (an Envelopes Stealer). Li Jun and Wang Lei set up several websites 
for hosting the Trojans that are automatically downloaded by users infected with the Panda 
Worm. Zhang Sun, purchased the website traffic from these people and linked his web-
based Trojans to the websites, infecting the victims with several Trojans that are able to 
steal virtual goods. And stealing envelopes for online games from the infected machines, he 
sold them for a price between 0.9 and 2.5 RMB on the underground market. 

 
 The attackers lost control of Panda Worm resulting in an infection of thousand of 
computers on the Internet in January and February 2007. And the losses because of this 
incident, which are estimated to be up to 100 million RMB, raised the attention of several 
anti-virus marketers and the police. The criminals were arrested and put in Jail in 2007. 
Before the arrest, Li Jun made an estimated profit of about 150, 000 RMB, and Wang Lei 
and Zhang Sum made 80,000 and 12,000 RMB profits respectively. 

3. Measurements and Results 

 
A comprehensive measurement research is done by Jianwei Zhuge et al. (Jinawei Zhuge et 
al. 2009) in October 2007 to understand the underground economy of China. This research 
helps to analyze underground black market and public market place for virtual trading of 
assets. 

 

3.1 Measurements on the Underground Black Market 
 
Chinese blackhat communities mainly use either bulletin board systems or IM software (for 
example QQ) for their internal communication. They are not used to Internet Relay Chat 
(IRC). All the posts and replies related to the underground black market on certain post 
bars in the post.baidu.com are stored. This website is the largest bulletin board in entire 
china. According to the research work done by Jianwei Zhuge et al. (Jinawei Zhuge et al. 
2009), the post bar includes Traffic bar, Trojans bar, Web-based Trojans bar, Wangma bar 
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(acronyms of Web-based Trojans in Chinese), Box bar, Huigezi bar, Trojanized websites 
bar, and Envelopes bar. 

  

 
Figure 2:  Posters per Month from January 2006 to September 20072 

 
 Each message (post and reply) in the postbar contains information about the 
registered poster, content and time. If it is not registered, then it is filled with IP adress of 
connecting server. Using ChunZehn (IP2Location library), geographic location of the poster 
is found. There were 23,606 different posters from january 2006 to september 2007. The 
above figure (Figure 2) depicts the increase in the number of posters every month which 
shows  the active participation of the underground black market in china. 

 
 

 
Figure 3:  Posts and Replies per Month from January 2006 to September 20073 

                                                           
2, 3

 Jianwei Zhuge et al. (Jinawei Zhuge et al. Studying Malicious Websites and the underground economy on 
the Chinese Web, 2009) 
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 The above figure (Figure 3) gives the clear picture of the Posts and Replies per 
month from January 06 to September 07. There are total 90,679 posts and replies during 
this period of time. 
 

3.2 Measurements on the Public Virtual Assets Marketplace 
 
Based on the study conducted on Taobao online business by Jianwei Zhuge et al. (Jinawei 
Zhuge et al. 2009), there were total 42,561 online shops with 34,450 active (successful 
deals) shops. Overall count of virtual goods was 1,220,181 with an average amount of 28 
goods for single shop. With the help of credit history, total numbers of successful deals in 
2007 were found to be 8,907,568. With the examination of all the successful deals of one 
shop (to estimate the value of each single deal), the resulting average total price was 12.56 
RMB. Based on all these observations, the estimated value of total virtual assets on Taobao 
platform was 223 Million RMB. Thus the public virtual assets market place makes the 
market place more attractive for malicious attackers. On the other hand, the prevailing 
legal situations in China don’t consider stealing of virtual assets into cybercrime. 

4. Conclusion 

 
In this paper, several features of malicious operations within the Chinese World Wide Web 
are discussed. The activities of attackers, how they trade the virtual goods, and where they 
are located within the underground black market is addressed. A model of the 
underground black market describing the interaction of different actors within the market 
is presented. Based on this model, the empirical measurements on the underground black 
market and the public virtual assets marketplace are presented. 
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